MAKHUDUTHAMAGA
LOCAL MUNICIPALITY

25/01/2024
MAKHUDUTHAMAGA LOCAL MUNICIPALITY

Service Providers are invited to provide the quotation for the below mentioned project:
QUOTATION NO:LIM473/BUSINESCONTINUITY/23/24/044
DEVELOPMENT OF THE BUSINESS CONTINUITY MANAGEMENT SYSTEM
1. Introduction
Makhuduthamaga Local Municipality in its effort to maintain accountability, responsibility,
effective and efficient corporate governance by optimise opportunities, minimise negative
outcome and ensuring proper management of all risks that may impact negatively the
achievement of the set Objectives.
The Municipality has established an In-house Risk Management Unit under the guidance of
the Risk Manager as well as Risk Officers, reporting directly to the Accounting Officer. This
section is responsible for supporting the Accounting Officer, Management and staff with a
complete risk management services.
In addition, the municipality has a fully functional Risk Management Committee consisting of
Executive Managers of the Municipality and an independent chairperson to guide and help
the Municipal Manager in discharging the risk management responsibilities and ensure
proper continuity Management of the Municipality.
For that reason, the Municipality is looking co-source the review of Business Continuity
Management System for the whole Municipality, taking into account the other available
response plans.
2. Service provider requirements
The required specialist/service provider must have adequate capacity and experience to
review the Business Continuity Management system services working hand in hand with the
end users. Accordingly the main objectives of the required service provider/specialists will be
to review the business Continuity Management system and transfer the skills to the
Municipality while also ensuring the implementation of a comprehensive BCMS within the
Municipality in order to give assurance to the Accounting Officer of the continuity of the
business services during and after the disaster events.
The scope of the activities to be provided will include but not limited to the following:
1. Review the Identification of the critical parts of the organisation to be included in the BCMS.
2. Review the Municipality’'s BCMS requirements taking into consideration its mission, goals, legal
responsibilities and internal and external obligation.
3. ldentify the organisation’s products and services in a manner that enables all related activities,
resources and the supply chain to be identified and
Take into account the need and the interest of the interested parties.
Indication of the scale of the incident that the BCMS will address and the Municipality’s risk level.
Review how the BCMS fits into the Municipality‘s overall risk management strategy.
Review the Business Continuity Management System for the Municipality.
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3. Scope of work
3.1 Available plans within the Makhuduthamaga Local Municipality

v" Disaster recovery plan
v IT Disaster recovery plan

3.2 New scope
3.2.1 To review the Municipality’s business Continuity system

3.2.2 Review the Business Impact Analysis (BIA)
3.2.3 Review the Business Continuity Management that includes the following:

Enterprise wide BCM Policy

BCM Strategy

BCM plans per directorates

Threats and Mitigating measures

Review and ensure collaboration between the comprehensive Incident response Plan,
emergency response plan, evacuation procedures and comprehensive Crisis Management
Plan including the Communication plan also the available plans.

Separate Strike Management Plan

Salvage plan

Emergency Evacuation plan

Security Management plan

3.2.4 Review, test and align the existing plans to the developed BCMS for the Municipality
and also to talk to the Municipal standard chart of accounts (MSCOA) financial system

3.2.5. Testing and Exercise

3.2.6 Measurement and monitoring of the BCMS, which is part of implementation.

3.2.7 Submit a Business Continuity Management Deliverables reports in a professional
format, electronically and 2 hard-copies.

3.2.8 In providing the required services the service provider is required/ expected to transfer
skills to the organisation.

3.Project time line

Phase

Month 1 Month 2

Project Initiation

Analysis - Understanding the
organization

(Includes BIA and Risk Identification
and Assessment)

Design - Determining BCM strategy

(Continuity and recovery strategy and
DR Solution architecture)

Implementation — Reviewing and
implementing a continuity response

(Includes Emergency Response Plan,
Crisis/fCommunication/Incident
Management Plan, ICT Continuity
Plan, BCPs)
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Validation - Handover of documents

(Includes an element of training,
quality assurance and testing)

Co-sourcing of the whole process
with Risk Management unit

4. Deliverable

It is required that the Service Provider or specialist will provide the following to the Office of

the Municipal Manager at the end of the contract, the project should be conducted by the

Service Provider working hand in hand (Co-sourcing ) with Risk Management unit.

4.1 Reviewed Risk assessment and the Business Impact Analysis (BIA) report in terms of the Business
Continuity.

4.2 Reviewed Business Continuity Management System that includes the following:

l.

I
Il
V.
V.
VI
VII.

VI

XL
XIl.
X1,
XIV.
XV.

BCM Policy

BCM Strategy report

BIA Report

Reviewed Supplier's BCP’s

BCM response plans per directorates

Threats and Mitigating measures

Comprehensive Incident response Plan per directorates that include emergency and

evacuation procedures.

Comprehensive Crisis Management Plan

Separate Strike Management plan

Salvage plan

Communication plan

Test and exercised reports

Back-up and recovery procedures

DR Solution Architecture

Reviewed and updated existing plans, namely;
v" Disaster recovery plan
v ICT continuity management

4.3 Presentation on the roadmap and/or training material used during facilitation and the development
of the BCMS for the Municipality.

5 EVALUATION CRITERIA

ltem No | Quality Criteria Weighting
1 Functionality 100
11 Past Company Experience in development of Business
Continuity management plans.
30
0-3years (10)
4 —-5years (20)
5 + years (30)
12 Registration with the recognised professional body that
' specialises in ICT governance, BCM (Business Continuity 10
Institute) and related fields.




